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EDUCATION

 

PhD in Information Technology (2011-2014)  

Universiti Kuala Lumpur, Malaysia  

Area: Computer and System Security  

MS-IT (2008-2010)  
National University of Science and Technology (NUST), Pakistan 

BS-IT (2001-2004)  
Specialization: IT. CGPA: 3.62 
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Assistant Professor, Computer Science Department, October 2022 – Present  

Computer Science Department, Effat College of Engineering, Effat University, Jeddah, KSA 

Assistant Professor, September 2016– August 2022 

Imam Abdurrahman bin Faisal University, Damam, KSA  

Senior Lecturer, August 2014 – August 2016 
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Courses Taught  

- Programming Fundamentals  
- Object Oriented Programming  
- Data Structures  
- Operating Systems  
- Cloud Computing  
- Cryptography 

- Information and Cybersecurity  
- Network Security  
- Advanced Programming  
- Penetration Testing  
- Secure Software Systems  
- Information Security Management   

 

RESEARCH EXPERIENCE

 

Fields of specialization: Security, Trust  

Current research areas: Information security, malware analysis, behavioral analytics, 
cybersecurity policy and governance  

hIndex: 7  i10-index: 7   Total Citations: 1197 
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based on Collateral, KAOS and Feature Model. International Journal of Engineering & Technology. 

Vol.7, No. 4.29, pp. 104–108. November, 2018  

Mohammad N., Tamleek A., Sohail K., Toqeer A. Deep Neural Architectures for Large Scale Android 

Malware Analysis. The Journal of Networks, Software Tools and Applications. Vol. 21. No.1. pp 569–
588. May, 2017  

Toqeer A., Roslan I., Shahrulniza M., Mohammad N., Sohail K. Design and Implementation of an 

Attestation Protocol for Measured Dynamic Behavior. International Journal of High-Performance 

Computer Design, Analysis, and Use. Vol. 73. No. 4. pp 1–28. April, 2017  



 

Ayanwuyi K., Megat Z., Hassan D., Sohail K. Bait Request Algorithm to Mitigate Black Hole Attacks in 

Mobile Ad Hoc Networks. International Journal of Computer Science and Network Security (IJCSNS). 
Vol. 16. No. 5. pp. 56–62. May, 2016.  

Sohail K., Mohammad N., Abu T., Shahrulniza M., Toqeer A. TSSDroid: Realization of an Efficient and 

Usable TSS API for the Android Software Stack. Journal of Security and Communication Networks 
(SCN). Vol. 9. No. 11. pp. 1553–1576. February, 2016.  
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Permission Framework for Android. Journal of Security and Communication Networks (SCN). Vol. 8. 
No. 3. pp. 368–382. March, 2014.  

Mohammad N., and Sohail K. Design and Implementation of a Fine-grained Resource Usage Control 
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Sharing in Enterprise Information Systems. Information – An International Interdisciplinary Journal. 

Vol. 14. No. 10. pp. 3515–3526. October, 2011.  
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on Collateral, KAOS and Feature Model. 2nd IEEE International Conference of Information and 
Communication Technologies (ICICTM’2018). Kuala Lumpur, Malaysia. May, 2018. 

Mohammad N., Sohail K., Abu T., Shahrulniza M. Transforming High-Level Requirements to 

Executable Policies for Android. 8th ACM International Conference on Ubiquitous Information 
Management and Communication (ICUIMC’2014). Siem Reap, Cambodia. January, 2014. 
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Sohail K., Abu T., Mohammad N., Shahrulniza M. How Secure is your Smartphone: An Analysis of 

Smartphone Security Mechanisms.  IEEE The International Conference on Cyber Security, Cyber 

Warfare and Digital Forensic (CyberSec2012). Kuala Lumpur, Malaysia. June, 2012.  

Mohammad N., Sohail K., Abu T., Shahrulniza M. POAuth: Privacy-aware Open Authorization for 

Native Apps on Smartphone Platforms. 6th ACM International Conference on Ubiquitous 

Information Management and Communication (ICUIMC’2012). Kuala Lumpur, Malaysia. February, 

2012. 

Toqeer A., Roslan I., Shahrulniza M., Mohammad N., Sohail K., A Sense of Others: Behavioral 

Attestation of Unix Processes on Remote Platforms. 6th ACM International Conference on 

Ubiquitous Information Management and Communication (ICUIMC’2012). Kuala Lumpur, Malaysia. 
February, 2012.  



 

Masoom A., Xinwen Z., Mohammad N., Sohail K. MAuth: A Fine-grained and User-Centric Permission 

Delegation Framework for Multi-Mashup Web Services. The 6th IEEE World Congress on Services 
(SERVICES’2010). Florida, USA. July, 2010.  

Mohammad N., Sohail K., Xinwen Z., Jean-Pierre S. Beyond Kernel-level Integrity Measurement: 

Enabling Remote Attestation for the Android Platform. 3rd International Conference on Trust and 
Trustworthy Computing (Trust’2010). Berlin, Germany. June, 2010.  

Mohammad N., Sohail K., Xinwen Z. Apex: Extending Android Permission Model and Enforcement 

with User-defined Runtime Constraints. The 5th Symposium on Information, Computer and 
Communications Security (ASIACCS’2010). Beijing, China. April, 2010.  

Sohail K., Amir H. A Trustworthy Identity Management Architecture for e-Government Processes. 
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(Congress’2009). New Brunswick, Canada. August, 2009.  

 Amir H., Sohail K., Masoom A. Identity Management System for Electronic Government Processes in 

Pakistan. IEEE 5th International Symposium on High Capacity Optical Networks and Enabling 

Technologies (HONET’2008). Penang, Malaysia. November, 2008. 


